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After analyzing the cases of cyberattacks on medical institutions from the ITIL perspective in re-
cent years, the necessaries for pro-active and re-active from the analysis results are derived, and the
recurrence of cyberattacks will be removed with looped corrective action is proposed. Furthermore,
as system vulnerabilities were induced from lack in checking at the upper design phase, rather than
loading the user, vulnerability checks in design phase should be held before delivering software prod-
ucts to recipients. In order to decrease system vulnerabilities from software products, OWASP ZAP,
Burp suite professional are useful tools which are illustrated. Additionally, reviewing information
systems with the awareness that cyberattacks will be realized to us in the futue is an urgent matter,
as learning the lesson of case studies from medical institutions or Asahi GHD.
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